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Abgract: A fundamenta problem of Peer-to- Peer file sharing sygem is how to protect the privacy and aronymity of rodes
while providing dficient data access service. We presented a Multicas-based Peer-to- Peer file aronynous retrievd protocol called
Mapper. By the combination of |P muiticag techrology and Multi-proxy forwarding techrology ,Mapper satigies the requirements of
mutual anonymity during the file access process. The protocol d© integrates group member selection with cache podtion sdection via
MRFC (Mog Requesed Frequency Caching) dgprithm thusfile digtribution can be adjused adaptively with regoect to dynamic usage
patterns and multicast overhead can be controlled. The experimentd results show that Mapper can dleviate network trdfic ,reduce ac-
cess delay dficiently ,and has the merits of scdahility ,reliability and adeptability.

Key words:  Peer-to- Peer ;aronymity ; IP Multicagt ;cache

8] IP Internet ,
Napser! PP (Initiator aronymity) ,
.P2P Internet (Regponder anonynity) . IP
) ( D IpP ,
/ ) . P2P . P
, , IP P2P
. P2P P2P
, Internet Internet IP —Mapper. Mapper
. : , IP ,
P2P ;
’ , , (Mutud aronyrity) ; , MRFC
.TCP IP Internet ,
, IP , .

:2003-05-22; :2003-11-05
: (No. 2002CB312002) ; 863 (No. 2001AA113050)

[4



5 :Mgpper : Peer-to- Peer 755
2 . 1 P2P
. APFSH! IP PP
2.1 , APFS Onion
P , Routing 1P
, P JAPFS
.P2P , , ,
[2] PP . =
author ublisher reader
( ) (p ) ( ) 3 Mapper
(server) (cbcument) (query)
Mapper P2P ,
, P Mapper
P2P , 3.1
P2P , 1P, 64
2.2 grp- id, file. id
Internet Aronymizert®! L PwAlY! L msg grp- id, file. id, TIL,
(Snde proxy) [P ,
. Mixed®! . Onion , | P : ,
Routing'®! ,Crowds'”! , Horderd®! i ,
grp- id.
(7] , ) file- id, ™
gp- id,
%) 1P, msg grp- id,file. id, TIL, IP, ,
)*_T_.f @ :(a) : :
A\ CHC ,
(pF=——1p) N, T
Nupster Gnuolella Freenet N y 51 ( C)
O nans > REe 1 Pr, N.
@ mrws (3 2.
@ A 3 8 (4) : ( a) IPm y IPm
; (b)
1 P2P , ,
, PP (6).
. Napder P2P (5) 1P
. Gutdlal® (8) 1P,
P2P , , 3.2
. Chutela Mapper
, . Freenet! ,
P2P , . Mapper

© 1994-2010 China Academic Journal Electronic Publishing House. All rights reserved. http://www.cnki.net



756 2004
1 ( Web
1 Zpf ). , ,
Node keyRouting( grp- id,file. id, TIL, Py, P) , ,
{ . Mapper , MR
if (TTL <0) FC
{
output ¢ ")
joinQow ( P, IPy, grp- id) ;’
reurn( P) ;’ P, ,
} :
if ) A (file. id) =0\ ag(file. id) + (1- 0N g (file. id) (1)
{ 0<a <1\ (file. id) file. id
output "y A ag (file_ id) A e (file. id)
joinGow (P, IPy, grp- id) ; ) a .
return( P) ;’ P, file. id A aq (file_ id) N (file.
} id) ( ) A (file. id)
Vidted[ P, grp- id] =true;’ T 2 (3
memSdect (file. id, P, Py, grp- id) ;’ .
routeSort ( P, file. id) ;’ A ag(file. id) =n (file. id)/ T )
N =firgRT( P) ;’ n (file. id) =0 (3
While(N < > null && vidsted[ N, grp. id] = =fd) 2 MRFC
{ memSHect (file. id, P, IPn, grp- id)
keyRouting( grp- id, file. id, TTL-1, Py, N) ; {
N =nextRT(P) ;’ if (extFvdRec(file. id) = = null)’
} {
} addFwdRec(file. id) ;’
e N )
mecnssom)  [olel O de
iTe i2{a] 2 {
[1o] E_f_![j;{}',_ 03 A e (file- id) = @ (file. id)/ (1)
X pZ | P A (file. id) = conpFreq(file. id) ;
EEle ' [l MR updateFwdRec (file_ id) ;’ file. id
{15808 5N L — if (max @ (file- id)))’
el ) (
[2]c] getCachepe() ;” LRU
u‘fff] joinGow ( P, IP,, grp. id) ;’
4 # }
}
2 }
2 A 9
1,A B:B 4
C;,C C Sidds [8]
B;B X Pre(x) , X
D; D 5,52, Y (Pr(y =1, A x
B8 e Ao o(A) (4
G. 2
ED, F dy. e (A) =y ZxPre(y) =1- Pre(x) (4)
3.3

S :
d(A) :rrir{ dx,e(A)} , Ve E,Vx S (5)



5 :Mgpper : Peer-to- Peer 757
S A , E )
5.1 ,
Reter  Rubin e , 4
P2P ,Mapper
(Provably exposed) : X , O(log N) (N
( ). dke(A) =0. ).
(Bxposed) : X ) . 600
0< dy.o(A) <0.5. ::::
(Probable innocence) : x (
) , . .
0.5=dye(A) <dye(A) die(A) <1-V|S,Vyzx S
(Beyond Sugpicion) : x
( ).ls| >1,1- V| S| < . e
dX,e(A) , dy,e(A) SdX,E(A) , vy Fa X S 0 1500 3000 ) 4500 6000 7500
(Absolute privacy) : i
Sl = 0, do(A) =1. ’
1 Mapper 20
, , ——— Mapper #12
‘15L
’ ’ #
' ' l:‘fi 10}
X,y Pre(x) <U[ S|, Pe(y) <U[S|, dye(A) <de £
A , - ® s
, , X Pre(x) >0.5 %o 2000 4000 6000 8000 10000
Y u " _ ‘ 0 4895 S8
X, e(A) =1-1] 9 4
» ’ . Magpper
1 Mapper ! !
;Mapper
5.3
“ Hub”
) ,Mapper
5 “ (9mdl-world)”
(2] .
51
[10] Mapper 5.4
3 Mapper
’ ' - Mapper ‘ " :
) ) 3 ,Mapper ’
Freenet , Mapper , 1P
) Freenet
5.2 P, , 1- (1
Mepper - P)S, s , P



758

2004

Mapper

P2P

) . ,Mépper

[1] OramA. Peer-to- Peer : Harnessng the Bendfits of a Disruptive Techrol-
ogy[M] . Cdifornia:O' Reilly and Asociaes,Inc ,Mar 2001.

[ 2] Dindedire R,Feedman M J ,Molnar D. The free haven project :Dis
tributed anonynous dorage service[A] . In Proceedings of  Internationdl
Workshop on Desgning Privacy Enhancing Techrologes:Desgn Issues
in Aronymity and Unobservahility[ C] . Berkeley. CA : Soringer-Verlag.
2001.67 - 95.

[ 3] hitp://www. aronymizer. com.

[4] Gabber E,dbbons P, Kridol D ,et d. Gonddent ,yet aronynous ,web
access with LPWA[J]. Communications of the AQMV ,1999 ,42(2) :42

- 47.

[5] Chaum D. Untraceable dectronic mil , return addresses, and digital
pseuconyms[J] . Communications of the ACM ,1981 ,24(2) :84 - 88.

[ 6] ReedM , Snverson P,Gldschiag D. Poxiesfor anonynous routing[A] .
In Proceedings of 12" Annual Corrputer Security Applications Qorfer-
ence[ C] . San Diep ,CA : |EEE CS Press ,December 1996. 95 - 104.

[ 7] Reiter M K,Rubin A D. Gowds: Aronymity for web transactions[J] .
AQM Transactions on Irformetion and Sysem Security ,1998 ,1(1) :66

- 92.

[ 8] SniddsC,Levine B N. A protoool for amonynpus communicaion over

the Internet[A]. In proceedings of 7" AOM Corference on Computer

[9]

[10]

[11]

[12]

and Gommunications Security [ C] . Athens, Greece: AOM  Press, 2000.
33- 42.

dips. The Chutella Protocol Fecifications v0. 4[ BB/ OL ]. http://
dss. dip2. comy GnutelaProtoool 04. pef .

Qarke | ,Sandberg O ,Wiley B et d. Freenet :A digtributed anonynmous
irformetion dorage and retrieva sysem[A]. In Proceedingsof Internar
tiond Workshop on Desgning Privacy Enhancing Techrologes:Desgn
Issuesin Aronymmity and Urobservahility [ C] . Berkdey. CA : Soringer-
Verlag ,2001. 46 - 66.

Searlata V ,Levine B N, Shidds C. Reponder aronymrity and arony-
nous peer-to-peer file sharing [A]. Poceedings of the 9™ Internationdl
Qorference on Network Protoools (ICNP 2001) [ C]. Riversde, CA:
|EEE Gonputer Sciety. November 2001. 272 - 280.

lanntichi A , Ripeanu M, Foster |. Locating data in (smell-world 9
peer-to-peer ientific collaborations[A]. In the Proceedings of the 1¢
International Workshop on Peer-to- Peer Sysems (IPTPS' 02) [ C].
Cambridge ,MA : Joringer-Verlag. 2002. LNCS(2429) . 232 - 241.

,1976 )

,1965



